Continued Cyber Attacks Against My Network

To expand their constant, illegal surveillance and cyber attacks on my devices and software, cyber criminals disabled
my encrypted browser (Tor), a web application download program (WebCatalog), and my Virtual Private
Network/VPN software (Private Internet Access/PIA), and ExpressVPN.

By blocking these programs the criminals can see my website traffic and continue to block my connections to
lawyers, media, whistleblower advocates, and others as desired.

The next screen shot details my view after attempting to launch the three programs that failed. All worked flawlessly
prior to being hacked. WebCatalog would allow me to install various, browser-free legal, social media, news, and
other applications. The Tor browser and the PIA VPN and Express VPN hide website traffic from view.

Additional screen shots show the compromises that occurred after attacks against my Express VPN program.

Again, cyber criminals blocked my software to allow their illegal surveillance to continue and to block me from
exposing their crimes.
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Encrypted Browser Attack To Facilitate lllegal Surveillance

The Tor browser uses a series of encrypted tunnels to provide online privacy. It prevents hackers from seeing your
locations on the Internet. Cyber criminals attacked and disabled my Tor browser to facilitate their illegal online
surveillance and cyber attacks. The criminals hacked my browser so sites I visited could be seen and communication
blocked if a threat of exposure arose.

My Tor browser operated flawlessly before the cyber attacks. The log that follows is from the browser. It details
repeated failed connections after it was disabled. Each time I attempted to connect I received the same failures.
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After being attacked and compromised, my Tor encrypted browser repeatedly failed to connect.

2024-12-07 02:58:55.250 [NOTICE] Opening Socks listener on 127.0.0.1:9150

2024-12-07 02:58:55.250 [NOTICE] Opened Socks listener connection (ready) on 127.0.0.1:9150

2024-12-07 02:58:56.242 [NOTICE] Bootstrapped 5% (conn): Connecting to a relay

2024-12-07 02:59:17.620 [NOTICE] Bootstrapped 10% (conn_done): Connected to a relay

2024-12-07 02:59:38.492 [WARN] Problem bootstrapping. Stuck at 10% (conn_done): Connected to a relay.
(Connection timed out [WSAETIMEDOUT ]; TIMEOUT; count 10; recommendation warn; host
AAAO0B3AO3FIEAF563A5FAFO8C5A54A1156677BD5 at 178.211.147.22:6839)

2024-12-07 02:59:38.492 [WARN] 9 connections have failed:

2024-12-07 02:59:38.492 [WARN] 5 connections died in state handshaking (TLS) with SSL state SSLv3/TLS write
client helloin HANDSHAKE

2024-12-07 02:59:38.493 [WARN] 4 connections died in state connect()ing with SSL state (No SSL object)
2024-12-07 02:59:38.505 [NOTICE] Closing no-longer-configured Socks listener on 127.0.0.1:9150

2024-12-07 02:59:38.505 [NOTICE] DisableNetwork is set. Tor will not make or accept non-control network
connections. Shutting down all existing connections.

2024-12-07 02:59:38.603 [NOTICE] Delaying directory fetches: DisableNetwork is set.

2024-12-07 02:59:49.146 [NOTICE] Renaming old configuration file to "C:\Users\L uke\Desktop\Tor
Browser\Browser\TorBrowser\Data\Tor\torrc.orig.1"

2024-12-07 02:59:54.754 [NOTICE] Opening Socks listener on 127.0.0.1:9150

2024-12-07 02:59:54.754 [NOTICE] Opened Socks listener connection (ready) on 127.0.0.1:9150

2024-12-07 02:59:56.156 [WARN] Problem bootstrapping. Stuck at 10% (conn_done): Connected to arelay.
(CONNECTRESET, CONNECTRESET; count 11; recommendation warn, host Retry failed to connect.
24E2F139121D4394C54B5BCC368B3B411857C413 at 204.13.164.118:443)

2024-12-07 02:59:56.157 [WARN] 11 connections have failed:

2024-12-07 02:59:56.157 [WARN] 6 connections died in state handshaking (TLS) with SSL state SSLv3/TL S write
client helloin HANDSHAKE

2024-12-07 02:59:56.157 [WARN] 5 connections died in state connect()ing with SSL state (No SSL object)
2024-12-07 02:59:56.165 [NOTICE] Closing no-longer-configured Socks listener on 127.0.0.1:9150

2024-12-07 02:59:56.165 [NOTICE] DisableNetwork is set.[Tor will not make or accept non-control network
connections. Shutting down all existing connections.
2024-12-07 02:59:56.743 [NOTICE] Delaying directory fetghes: DisableNetwork is set.

My encrypted browser was compromised to continye illegal online surveillance of my online activities,.

file://IC|/Users/Ricardo-Security/Desktop/Tor%20Bl ocked%20From%20Connecting.txt[12/7/2024 4:33:24 PM]


Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Highlight

Ricardo-Security
Typewritten Text
After being attacked and compromised, my Tor encrypted browser repeatedly failed to connect.

Ricardo-Security
Typewritten Text
Retry failed to connect.

Ricardo-Security
Typewritten Text

Ricardo-Security
Typewritten Text

Ricardo-Security
Typewritten Text
My encrypted browser was compromised to continue illegal online surveillance of my online activities,.

Ricardo-Security
Typewritten Text

Ricardo-Security
Typewritten Text

Ricardo-Security
Typewritten Text

Ricardo-Security
Typewritten Text

Luke
Line


Encrypted Virtual Private Network Attack to Facilitate Illegal Surveillance and Cyber Attacks

Disabling my Virtual Private Network (VPN) has been a common tactic taken by the cyber criminals to facilitate their
illegal online surveillance. Once again cyber criminals attacked my Express VPN program causing it to fail securely.
Their attack disabled the function that hides my online location. The program is configured with a setting titled "DNS
Leak Test" which reveals compromises which allow website addresses to be seen by prying eyes.

A DNS leak test exposed a breach rendering the VPN program useless for security. After their attack my Internet
Protocol (IP) addresses previously hidden became visible, allowing every website I connected to be discovered. After

their hack, every website | viewed became known and communication blocked if a threat of exposure arose.

Disabling my VPN has been a repeated tactic of the cyber criminals, having made attacks dozens of times. As I
have documented in great detail, law enforcement at all levels ignored my pleas for intervention.
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Blocked From Connecting to ExpressVPN Support

This screen shot reveals my failed attempt to contact the Express VPN support staff seeking help to repair the DNS
leak. Cyber criminals blocked my connection to the support portal through the Express VPN software.
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